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Abstract—Data security in village administration service
systems is a critical concern, as these systems manage
sensitive personal information such as full names, National
Identity Numbers (NIK), Family Card (KK) numbers,
addresses, and supporting documents. Many existing
village administration systems store such data without
adequate protection, increasing the risk of data leakage,
identity theft, and wunauthorized access. This study
implements the Advanced Encryption Standard (AES-256)
algorithm to enhance data security in a village
administration services website. The research methodology
includes system requirements analysis, system design, AES-
256 implementation for personal data and document
encryption, and functional and performance evaluation.
The system automatically encrypts all sensitive data before
storing it in the database and decrypts it only for
authorized administrators. In addition, the system
supports secure processing of statistical Excel files to
facilitate the Desa CANTIK program. Experimental results
show that the proposed system provides strong data
protection with minimal performance overhead, averaging
less than 120 ms for encrypting and decrypting 5 MB files,
while maintaining acceptable CPU and memory usage.
These results indicate that AES-256 can be effectively
integrated into village administration services to improve
data security without compromising system efficiency.
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1. Introduction

The rapid advancement of information technology has
significantly transformed public administration, particularly
through the adoption of web-based systems that simplify
document management and service delivery. In village
governance, digital administration services have improved
accessibility, transparency, and efficiency by enabling citizens
to submit requests and access information online. However,
alongside these benefits, digital transformation has also
increased exposure to cyber threats, including data leakage,
unauthorized modification, and information tampering. These
risks pose serious challenges to the integrity and
trustworthiness of digital public service systems.

Village administration services routinely manage highly
sensitive personal data, such as full names, National Identity
Numbers (NIK), Family Card (KK) numbers, residential
addresses, and population documents. In many cases, such data
are stored without adequate protection mechanisms, making
them vulnerable to unauthorized access. This condition
significantly heightens the risk of identity theft, digital fraud,
and misuse of personal information. As digital services expand
at the village level, insufficient data security measures can
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Fig. 1. Waterfall Method

undermine public trust and compromise the credibility of e-
government initiatives.

The shift toward web-based village administration systems
has been widely adopted across Indonesia, demonstrating
tangible improvements in public service delivery. Several
studies report that the implementation of village information
systems reduces administrative bottlenecks, minimizes physical
document accumulation, and allows citizens to independently
access services online (Chanifah & Widiyarta, 2024; Mohamad
et al., 2024; Zainudin et al., 2022). Moreover, digitalization
initiatives have been shown to enhance transparency and
responsiveness in village governance, although they remain
constrained by uneven digital literacy and infrastructure
readiness in certain regions (Anugrah et al., 2023; Yuliana &
Natalia, 2025).

Despite these positive outcomes, the digitalization of public
services introduces substantial data security risks. Public sector
systems are attractive targets for cybercriminals due to the large
volume of confidential data they store. Data breaches, privacy
violations, and infrastructural vulnerabilities have been
identified as major threats in digital public service
environments, particularly at the local government level, where
technical and financial resources are often limited (Aprilia et al.,
2025; Sari et al., 2024). Additionally, human factors such as
insufficient cybersecurity awareness and a lack of security
culture among administrators further exacerbate these risks.

To mitigate such threats, cryptography has emerged as a
fundamental approach to securing sensitive information.
Cryptography enables data to be transformed into unreadable
formats, ensuring confidentiality and preventing unauthorized
access during storage and transmission (Swari et al., 2023).
Among various cryptographic techniques, symmetric
encryption algorithms are widely favored for their efficiency in
protecting large volumes of data within information systems.
The adoption of robust encryption methods is therefore
essential for safeguarding personal data in village
administration services.

Advanced Encryption Standard with a 256-bit key length
(AES-256) is widely recognized as one of the most secure and
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Fig. 2. Encryption Process

reliable encryption algorithms in modern cryptography. AES-
256 offers strong resistance against brute-force, differential,
and linear cryptanalysis attacks, making it particularly suitable
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for protecting highly sensitive data (Adam & Romli, 2024;
Azhari et al., 2022). In addition to its high security level, AES-
256 demonstrates computational efficiency and flexibility,
enabling its implementation across various platforms, including
web-based systems, without significantly degrading system
performance (Putra et al., 2024; Ugwunna et al., 2024).

The implementation of AES-256 encryption in village
administration services is also closely aligned with the Desa
CANTIK (Desa Cinta Statistik) program, which emphasizes
accurate, secure, and data-driven village development. As a
designated Desa CANTIK, Air Putih Village is expected to
manage community data responsibly and utilize statistical
information effectively to support development planning
(Kamala, 2025). Therefore, strengthening data security through
AES-256 encryption not only protects citizens’ personal
information but also supports the objectives of Desa CANTIK by
ensuring data integrity, confidentiality, and reliability within
the village administration service system.

2. Method

The method used to design website administration services
employs the Advanced Encryption Standard (AES). The website
was developed using a waterfall or waterfall model. The
waterfall model is a classic, systematic, and sequential approach
to the progression of a system through analysis, design, coding,
testing, and maintenance. This model is often used in software
engineering and other development projects. The stages that
can be carried out in this development method consist of several
stages and can be seen in Fig. 1 (Damayanti & Yulianingsih,
2024).

2.1. AES-256 (Advanced Encryption Standard)

AES, or (Advanced Encryption Standard), is a symmetric key
encryption standard that can be used to secure data, developed
by Belgian cryptographers Joan Daemen and Vincent Rijmen
(Firdaus & Santika, 2022). AES 256 encryption carries out a 14-
round coding process (Fig. 2) consisting of the addroundkey,
bytesub, shiftrows, and mixcolumn processes. However, before
entering the first round, the password and plaintext are
processed by the AES key scheduler, which is part of the
PreRound stage. After going through the key schedule, the
encryption process continues until rounds 1 to 13 with
processes named SubBytes, ShiftRows, MixColumn, and
AddRoundKey. In the last round, namely round 14, no
MixColumns is performed; only SubBytes, ShiftRows, and
AddRoundKey are used. The final result of the entire encryption
process is called the ciphertext (Indrayani et al., 2025).

The encryption process begins with a 128-bit plaintext block
and a 256-bit secret key. After the key expansion phase (Pre-
Round), the algorithm performs 13 standard rounds consisting
of SubBytes, ShiftRows, MixColumns, and AddRoundKey
operations. The final round excludes the MixColumns step. The
output of the process is a 128-bit ciphertext block.

2.2. System Requirements Design

System requirements play a crucial role in the development
of the system to be created. By understanding user needs and
existing problems, researchers can design and implement the
system, thereby generating solutions to meet those needs. At
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Table 1. System Requirements

No Analysis Output
Results

1 System The system can display service application forms,
encrypt personal data and documents (AES-256),
decrypt data by the admin, upload and process
statistical Excel files, display a summary of
population data, and manage service data (view,
delete, and download).

2 Users Users can complete administrative service forms,
upload supporting documents, and view the status of
their service requests. All submitted data will be
automatically encrypted.

3 Village Admins can access decrypted data, verify

Admin submissions, download documents, upload Excel

files for statistics, and view automated summary
results.

this stage, system requirements are generated based on the
analysis of the current system and system documentation
(Arianto et al., 2023). The system requirements design that has
been created can be seen in Table 1.

2.3. System Flow Analysis

In the village administration service system design, all
personal data and documents uploaded by the community must
be encrypted using AES-256 before being stored in the database
(Fig. 3). The system accepts files in common formats such as
PDF, JPG, PNG, and other supporting documents. Once
received, the system immediately runs the encryption process
and stores the ciphertext in the database to prevent
unauthorized parties from reading it. On the admin side, the
system automatically decrypts the data when the admin opens
the service request details. In addition to administrative
services, the system design also includes a village statistical
data processing flow, where the admin can upload an Excel file
containing population data. The system then processes the file
and generates an automatic summary based on specific
categories such as gender, population, and age group. Analysis
of this system’s flow helps ensure that the encryption, data
storage, and statistical processing processes are structured,
secure, and meet the needs of village services.

Fig. 3 illustrates the sequence diagram of the AES-256
encryption implementation in the village administration service
system. The diagram shows step-by-step interactions among
the user's browser, the Laravel controller, the AES encryption
service, and the database, including data submission,
encryption, storage, decryption, and statistical data processing.

2.4. Key Management System (KMS)

The security of the AES-256 implementation in this system
relies on a centralized Key Management System (KMS). The
encryption key is generated using Laravel’s built-in secure
random generator (random_bytes) and stored in an encrypted
environment variable (.env) on the server. The key should never
be hard-coded in the application's source code. Access to the key
is restricted through server-level permission controls. Periodic
key rotation is planned by re-encrypting sensitive records



Febiola et al.

Jurnal Ilmiah Teknologi Informasi Asia, Vol. 20 (1), 2026

Sequence Diagram of AES-256 Encryption in Village Administration System
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Fig. 3. Sequence Diagram of AES-256 Encryption Process

during scheduled maintenance to minimize key exposure risks.
2.5. Deployment Environment

The system is deployed on a Linux-based server using
Apache web server and PHP 8.x. Encrypted data backups are
performed daily using automated cron jobs. Database
migrations are handled using Laravel migration tools to ensure
encrypted fields remain intact without altering ciphertext
values.

3. Results

This research produces an administrative service application
using the AES-256 (Advanced Encryption Standard) algorithm.
This application is website-based and can be accessed from
desktop or mobile devices. The programming language used is
Laravel with MySQL as its database. Laravel is a PHP framework
for creating web-based applications (Sansprayada & Suteja,
2019). The following is an implementation of the design results
that have been made previously:

Fig. 4 shows the main dashboard page of the Air Putih
Village application. This page is the initial display presented to
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users when they open the website.

Fig. 5 shows the implementation of the Letter Submission
page in the Air Putih Village administrative services application.
This page provides a digital form for residents to submit various
types of letters online. The form contains several data fields,
including the applicant's identity, address, occupation, purpose
of use, and supporting document uploads.

Fig. 7 shows the implementation of the letter data
management page in the administration services application.
On this page, administrators can digitally view the entire list of
letters submitted by the public. The data is displayed in tabular
form, simplifying the review and management of each letter
submission.

Fig. 6 shows the implementation of the Letter Submission
Details page in the administration services application. This
page is used by the admin to view complete information about a
selected letter submission. All data entered by the applicant
during submission is displayed in a structured manner, making
it easier for the admin to check, verify, and follow up on the
letter-creation process.

Fig. 9 shows an implementation of the Air Putih Village
Statistics page in the village administration services
application. This page presents population data for Air Putih
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Fig. 4. Page dashboard

Pengajuan Surat

Ajukan surat — Desa Cantik

Jenis Surat

~ Pilih Jenis Surat - ki
Nama Lengkap * NIK *
Tempat Lahir Tanggal Lahir

dd/mm/yyyy (5]

Jenis Kelamin Agama Status Perkawinan

- Pilih - v - Pilih - v
Pekerjaan
Alamat Lengkap *

v

Nomor Hp

Lengkapi data lalu kiik Ajukan Ajukan Surat

Fig. 5. Letter submission page

77



Febiola et al.

Jurnal Ilmiah Teknologi Informasi Asia, Vol. 20 (1), 2026

Letters

Letters

Dashboard bt

Keluargas
B Lett

etters

Penduduks

Jenis Surat Nama

1 domisili febicla
domisili febiola
domisili febiola
febicla

sktm

Showing 6 to 9 of 9 results

NIK

1234455667788

1234455667788

1234455667788

1234455667788

No.HP Alamat Diajukan

0812345678 JL.Bengkalis 09 Dec 2025 08:54 View

0812345678 JL.Bengkalis 09 Dec 2025 08:54 View

0812345678 JL.Bengkalis 09 Dec 2025 08:54 View

0812345678 JL.Bengkalis 08 Dec 2025 08:59 View

Perpage 5 v 12

Fig. 7.

Admin page

Letters letter View

Detail Pengajuan Surat

Informasi Pemohon

Nama: febiola

NIK: 1234455667788
No HP: 0812345678
Jenis Kelamin: P
Agama: islam

Status: Belum Kawin
Pekerjaan: Mahasiswa
Alamat: JL.Bengkalis

» Detail Pengajuan

Alamat sekarang:
Lama tinggal:
Tujuan:

# Lampiran Berkas

Tidak ada lampiran berkas.
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Village in visual form to facilitate easier and more interactive
demographic information. This statistical information is
sourced from a collaboration between the village and Statistics
Indonesia (BPS), ensuring accurate and accountable data.

Fig. 8 Shows the results of data encryption in the database,
where personal data such as National Identification Number
(NIK) and addresses are encrypted using the AES-256 algorithm.
The data displayed in the database column is ciphertext
(encrypted text) that unauthorized parties cannot read without
a decryption process. By storing data in this encrypted form,
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sensitive public information is protected against leakage, theft,
or misuse, while ensuring optimal server-side security.

3.1. Security and Integrity of Statistical Excel Data

In the Desa CANTIK program, data accuracy and integrity
are critical, as the processed data are used for reporting and
coordination with the Central Statistics Agency (BPS). To ensure
data integrity during the transition process, the system
automatically encrypts Excel files uploaded by village
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Fig. 8. AES-256 encryption result

administrators immediately after upload. Sensitive attributes,
such as National Identity Numbers (NIK), are encrypted using
the AES-256 algorithm before the file is stored or processed.

The encryption process is performed without modifying the
data structure or statistical values contained in the Excel file.
Only identifier fields are encrypted, while numerical and
categorical data used for statistical calculations remain
unchanged. This approach ensures that encryption does not
affect statistical aggregation results, such as population counts,
gender distributions, and age-group analyses.

In addition, access to encrypted Excel files is restricted to
authorized administrators. Decryption is only performed
temporarily during internal processing, and the results are
immediately converted into aggregated statistical tables and
visual diagrams. This mechanism ensures that statistical data
remains accurate, consistent, and protected from unauthorized
modification throughout the data transfer and processing

stages.
3.2. User Interface Design and Training for Village Officials

Implementing an encrypted village administration system
requires consideration of the users who will operate it,
particularly village officials with varying levels of computer
literacy. To minimize operational errors, the system is designed
with a simple and intuitive user interface. Encryption and
decryption are executed automatically at the system level, so
administrators do not need to perform any manual
cryptographic operations.

The user interface provides clear form labels, structured data
tables, and visual indicators for upload status and processing
results. Validation mechanisms are applied during data input
and file upload to prevent incorrect or incomplete submissions.
Error messages are presented in a concise and understandable
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format to guide users in resolving issues.

In addition to interface design, basic training sessions were
conducted for village administrators to introduce secure data-
handling workflows, system navigation, and error-recovery
procedures. These measures help ensure that encrypted data
management can be performed effectively and securely, even by
users without advanced technical backgrounds.

3.3. Application Security Audit

In addition to data encryption, application-level security is
a critical component of the system implementation. A security
audit was conducted to evaluate common web application
vulnerabilities, including SQL injection, cross-site scripting
(XSS), and unauthorized access.

The system wuses Laravel’s built-in Object-Relational
Mapping (ORM) to prevent SQL injection attacks by ensuring
that database queries are parameterized rather than constructed
directly from user input. Cross-site scripting (XSS) attacks are
mitigated through automatic output escaping and input
validation mechanisms provided by the framework

Furthermore, Cross-Site Request Forgery (CSRF) protection
is enforced using Laravel’s CSRF tokens for all form
submissions. Role-based access control is implemented to
restrict sensitive operations, such as data decryption and
document downloads, to authorized administrators only. These
security measures complement AES-256 encryption, resulting
in a holistic, layered security architecture.

3.4. AES-256 Implementation in Laravel Controller

The AES-256 encryption mechanism is implemented at the
controller level to ensure that sensitive data is encrypted before
being stored in the database. The system uses a symmetric
encryption approach with a 256-bit secret key. The encryption
key is securely stored as an environment variable on the server
and is never hard-coded into the application source code, as
detailed in Algorithm 1.

For each encryption process, a random Initialization Vector
(IV) is generated to prevent identical plaintext values from
producing the same ciphertext. The system applies Cipher Block
Chaining (CBC) mode with PKCS7 padding to handle data blocks
that are not aligned with the AES block size. The following
pseudocode illustrates the AES-256 encryption workflow
applied to sensitive data before it is stored in the database. This
process ensures that all sensitive data is encrypted before
storage and can be decrypted only by authorized administrators.

3.5. System Scalability and Large File Handling

The village administration service system is designed to
handle high-volume administrative requests and large
document uploads efficiently. To prevent server overload during
peak usage, the system applies request validation, file size
limitations, and optimized encryption workflows.

Document uploads, including high-resolution scans of
Family Cards and identity documents with a maximum size of 5
MB, are processed using a streaming-based encryption
approach. This method reduces memory consumption by
encrypting files in manageable blocks rather than loading entire
files into memory at once.

In addition, encryption is performed asynchronously to
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Algorithm 1: AES-256 Encryption Process.

Input: Plaintext data, SecretKey (256-bit).
Output: Ciphertext

N U1 A N =

Generate a random Initialization Vector (IV)
Apply PKCS7 padding to the plaintext

Encrypt the plaintext using AES-256 in CBC mode

Combine IV and Ciphertext
Store the encrypted data in the database

Return Ciphertext

Table 2. AES-256 Security Test Results

No National ID (NIK)

Address

Test results

1.

T7RtOV88ENhIHOzaPC
41AlltVTR4UIFsbDIKMD
hoM2NCSWEvMXdpM?3
ZKdXdzdlFaaTdlZEkxdF
J1b 2M9
4mu/aTGM576KRTsfOr7
nLDkrZKEOd
3dJM1dZcTYxT1p2VHcz
Y2JJSU9jZUU1dHpKR2dl1
WDRtUFFge XM9
ohLhKOEiDCNPJ4adYha
UUjVnL2lvaX
BORHh3bWxmcGJQWIIV
MFF2NG1hRndSUUROcn
V0Q1dwbk0 1Tjg9
199k/vRsDhdBKZ87rR3j
NjR4RVVma1I2a0hObDh
yVW1KTHA1INitONXBR
Y1dIOUVWTXJkUW41Uk
pu WnM9
whkV10bEOzAf17krLL3
PemdhYyt5M
FNRNE51cHZGSTBjdUV
UQXZ60XNUWE9iWkdT
WkxQNF]5VXV0Y2c9
eTsUX9doRR6QSgW2nU
tU9UIYc1p2UUgzQzVNnZ
zcWTIRESGoyaE1XaTVZ
dnJhNmhWW5WSjdxMV
dLOHCc9
KLcHZf1AelOkGdXrewt4
JVV3YWpUR
XdJWmNDcOxWKO05ZZ2
9yZytCdGFvVH]JrdEhIOX
d2cW10YS90 bUU9

194WBbmFiMi92IniNwt
BakdDc1EreDISOEpHeV
QvbF
hKTnRNWXc9PQ==

G+xtNTsXGTUGHRHGQj
yKJnVRS2pDaWZ3aXNX
dTUINWtIbU9wQnc9PQ

3]71j9z+JyTHPbuoVB2Ss
GIDTjFQLytZK2Z40TYx
Nnh1R3UXUKE9PQ==

SspKSWo4M3IHUaulvlu
AZOVkcUNIcnNLSWxKN
Ew3UEVId1hHU1E9PQ=

g/UA8VmMICS1F17kVqt2
0PWZvQWc1MjAlejJhK
2E1N2Q0aEozc2c9PQ==

COKYyVbppb06EzPh22
YKOnBLMmEOTIRUK2h
GKONsZnRac2NTR2c9P

Z0NaBNx3iQg31zAEPGI7
KXFVbXFPQTd1eTgyQjd
wdORWWIJ2WIE9PQ==

Not
successful

Not
successful

Not
successful

Not
successful

Not
successful

Not
successful

Not
successful

avoid blocking user requests. This ensures that multiple users
can submit administrative requests simultaneously without
significant delays. Performance monitoring during testing
shows that the system remains responsive under concurrent
access conditions, demonstrating its scalability and suitability
for real-world village administration environments.

3.6. Fail-Safe Mechanisms and Error Handling

In practical system deployments, encryption and decryption
processes may fail due to corrupted files, incomplete uploads, or
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invalid cryptographic parameters. To address these scenarios,
the system incorporates fail-safe mechanisms and structured
error handling to maintain data integrity and system stability.

During decryption, the system verifies the integrity of the
encrypted data and the availability of the corresponding
Initialization Vector (IV). If decryption fails, the system
immediately halts the process, prevents data from being
displayed, and records the event in a server-side error log for
administrative review. This approach ensures that corrupted or
manipulated data cannot be mistakenly processed or exposed.

For file uploads, validation checks are performed to verify
file format, size limits, and completeness before encryption is
initiated. If a corrupted or unsupported file is detected, the
system rejects the upload and notifies the user to submit a valid
document. These fail-safe mechanisms ensure that the system
remains reliable and secure, even in the presence of user errors
or unexpected system conditions.

3.7. AES-256 Security Test Results

The 7-community data from the NIK and the address are
used to test the strength of the AES-256 encryption. The results
are tested against the Bruteforce Key attack simulation using
the Cryptool tool, as in Table 2.

3.8. Performance Evaluation of AES-256 Encryption

The performance evaluation shows that the AES-256
encryption and decryption processes introduce minimal
overhead to the system (Table 3). For small files (100 KB),
encryption time is below 20 ms, while for larger files (5 MB),
processing time remains under 120 ms. CPU and memory usage
increase proportionally with file size but remain within
acceptable limits for web-based village administration services.
These results confirm that AES-256 can be implemented
without significant performance degradation.

4. Discussion

The findings of this study indicate that implementing AES-
256 encryption effectively enhances data security on the Desa
CANTIK administration services website. All sensitive personal
data is securely encrypted prior to storage, preventing
unauthorized access even in the event of a database
compromise. This result is consistent with previous studies that
emphasize AES-256's robustness in protecting confidential
public-sector data. Adam & Roml (2024) demonstrated that
AES-256 provides strong confidentiality guarantees for
sensitive personnel documents, while Azhari et al (2022)
confirmed its resistance to brute-force and cryptanalytic attacks
in government-related information systems. These similarities
reinforce the suitability of AES-256 for securing village-level
administrative data.

In terms of system performance, this study recorded an
average encryption and decryption time of approximately 120
ms for files up to 5 MB. This processing time is considered
acceptable for village administration services, where
transactions are typically asynchronous and do not require real-
time responses. Comparable results were reported by Ugwunna
et al (2024), who found that AES-256 encryption in web-based
systems introduces minimal latency that does not significantly
affect user experience. Likewise, Putra et al (2024) reported
encryption delays within the 150 ms range for similar file sizes,
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Table 3. Performance Evaluation of AES-256 Encryption

File Size Encryption Decryption CPU Usage Memory
Time (ms) Time (ms) (%) Usage (MB)

100 KB 14 13 3 8

1 MB 41 39 7 16

5MB 118 115 12 32

indicating that the performance observed in this study is slightly
more efficient than several prior implementations. These
comparisons suggest that AES-256 can be deployed in resource-
limited environments without compromising system
responsiveness.

However, some studies present contrasting perspectives
regarding the performance implications of AES-256. Research
by Mabruri & Alamsyah (2020) noted that AES-256 may
introduce noticeable latency in mobile-based applications when
compared to AES-128, particularly under constrained
computational resources. Similarly, Boura et al (2023)
highlighted that higher key lengths, while offering stronger
security, inevitably increase computational complexity. The
relatively stable performance observed in this study can be
attributed to the moderate workload of village administration
systems and the use of server-based processing rather than
mobile-only environments, which mitigates the performance
drawbacks identified in earlier research.

The adoption of a random Initialization Vector (IV) further
strengthens the security model by ensuring that identical
plaintext inputs vyield different ciphertext outputs. This
approach aligns with best practices recommended in
cryptographic research and standards. Halimi et al (2024)
demonstrated that combining AES with randomized parameters
significantly reduces vulnerability to pattern-based attacks.
Nevertheless, several studies acknowledge the trade-off
between security and performance when using random IVs.
Subedar & Ashwini (2020) observed that randomized IV
generation slightly increases encryption and decryption time
due to additional processing and storage overhead. This finding
supports the results of the present study, which showed that
data retrieval operations were marginally slower, particularly
during search and comparison.

Despite its strengths, this study has limitations that align
with concerns raised in prior research. Key management
remains a critical factor in the overall security of AES-256-
based systems, as emphasized by Baso & Anriani (2024) and
Goel et al (2024). Improper key storage or rotation could
undermine even the strongest encryption algorithms.
Additionally, the performance evaluation in this study was
conducted under limited concurrent access conditions, similar
to the scope limitations reported by Pooja (2025). Future studies
should examine system scalability under higher user loads and
explore hybrid encryption or indexing strategies to mitigate the
performance impact introduced by random IV usage.

5. Conclusion
This study demonstrates that implementing AES-256

encryption in the village administration service system
effectively improves the security of community data. All
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personal data entered through the service form, including name,
address, National Identity Number (NIK), Family Card (KK)
number, and supporting documents, is successfully encrypted
before being stored in the database, preventing unauthorized
access. Furthermore, the Excel file upload process for statistical
data also includes an encryption mechanism, which
automatically converts sensitive elements, such as the NIK in
the population table, into ciphertext, ensuring their security
even in the event of unauthorized access to the storage. This
implementation demonstrates that AES-256 maintains the
confidentiality and integrity of data without reducing system
performance. Overall, the system developed not only improves
the security of village administration services but also supports
the maintenance of statistical data that is more protected and in
accordance with information security principles.
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